




Subject: Preliminary Report of Subversion in the Antrim County Election 
Management System, Results Tallying and Reporting Application 
Date: 5/9/2021 
Analyst: Jeffrey Lenberg 
 
Executive Summary 
 
The Antrim County Dominion Democracy Suite, Election Management System 
(EMS), Results Tallying and Reporting (RTR) application has been found to be 
subverted. Numerous error conditions that are identified by the tabulator are 
ignored by the EMS/RTR. The error conditions are easily reproduced and displayed 
on the tabulator, yet the EMS/RTR has been subverted in a fashion to purposefully 
ignore vote manipulation. This technical behavior is consistent with a subversion 
being deployed in the Antrim County EMS/RTR and is designed to mute such error 
reporting. This subversion technique is common among malicious actors seeking to 
proactively handle error conditions that would jeopardize their ability to modify 
software’s performance. 
 
The J Alex Halderman expert report dated March 26, 2021 does not accurately 
describe the conditions that occurred in the Antrim election. The shifting of votes 
described by Halderman during the November 3, 2020 election should have resulted 
in Biden’s votes being shifted to the Natural Law Party, Straight Party Vote, which 
in turn would have resulted in Rocky De La Fuente (the Natural Law Party 
Candidate) receiving a large number of votes as a result, or an error condition 
should have occurred on the EMS/RTR for a vote shift outside of the Presidential 
contest. Neither of these scenarios occurred because the EMS/RTR was subverted in 
a fashion to handle such an error silently and treat that situation as an undervote 
(no vote for the Presidential race at all). 
 
Testing of related scenarios has shown the ImageCast Precinct (ICP) tabulator 
properly reported a critical error and shut down the tabulator when there were 
votes shifted between contests. However, when the EMS/RTR was presented with 
the same results file processed on the tabulator, it reported no errors, but instead 
erroneously reported those vote choices as blanks (undervotes) instead of generating 
a critical error.  
 
The evidence of a subversion in the EMS/RTR is sufficient that an expert review of 
the source code for the EMS/RTR is warranted to determine the extent of the 
subversion and breadth of the configuration options available to the malicious 
actors that would employ it. 
 
This assessment is based on the review of the Antrim County EMS/RTR and testing 
with an ICP tabulator. If more forensic information and source code becomes 
available for review, this assessment will be reevaluated in the light of the new 



evidence available. Upon receipt of the source code a specific evaluation of the error 
handling routines will be conducted along with static and dynamic code analysis to 
definitively determine the specific behavior of the software. 
 
Details 
 
Discovery of Subversion of the Antrim County EMS/RTR 
 
A specific test was designed to determine how the Antrim County EMS/RTR along 
with the tabulator would handle the swap of Biden votes with the Natural Law 
Party (Straight Ticket Vote from the Contest Above on the ballot).   
 
The rationale for making this test was the fact that Halderman indicated that the 
shift of votes that occurred would have changed the index of the candidate selection 
to cross the boundary from the Presidential contest to the Straight Party Ticket 
contest. This shifting across the boundary of a contest should have created a critical 
error condition during the processing of votes, however, in the case of Antrim 
County election it did not. 
 
The test scenario is as follows: 
 
Ballot Style: Helena Township, Precinct 1 (1124) 
DVD File Name: 1120_8_8_0_DETAIL.DVD 
internalMachineID for Biden: 3016 
internalMachineID for Natural Law Party: 3015 
 
Votes Cast on Test Ballots (See Appendix A): 
Biden: 2 
Trump: 4 
Jorgenson: 1 
 
Both the EMS/RTR and the ICP tabulator used exactly the same DVD file listed 
above. 
 
The test scenario implemented a swap between the internalMachineID fields of 
Biden and the Natural Law Party in the VIF_BALLOT_INSTANCE.DVD file to 
attempt to cause Biden's votes to be swapped with the Straight Party/Natural Law 
Party. 
 
The expected outcome was that Biden’s votes would be assigned to the Natural Law 
Party (Straight Party Vote) and the result would be Biden’s votes being tallied for 
the Natural Law Party Presidential Candidate Rocky De La Fuente. 
 
  



The test revealed the following: 
 

• The ICP reported a critical error and does not finish processing the vote file, 
does not print a paper tape, writes the error to the log file, and forces a 
mandatory shutdown of the tabulator 

• The EMS/RTR loads the same file with no errors and takes all of the Biden 
votes and treats them as undervotes 

 
The 1120_8_8_0_DETAIL.DVD file is a result file containing the votes that are cast 
on the ICP.  When the poll is closed, the ICP software processes the file containing 
the votes and produces a paper tape with the tallies for each candidate.  This 
process works normally as long as the internalMachineID is not modified or the 
modification stays within the boundaries of the those “expected” for the specific 
contest, for example the Presidential Contest.  In other words, a malicious actor can 
swap internalMachineIDs within the same Contest for any candidate so long as the 
index remains in the correct range for that same contest. 
 
However, for the purposes of this test the internalMachineIDs were swapped 
between different Contests, the software in the ICP reports a critical error (see 
Figure 1). The ICP does not finish processing the vote file (Figure 1), does not print 
a paper tape, requires the operator to shut-down the tabulator (see Figure 2), and 
records details of the error in the slog.txt file (Figure 3) on the compact flash card.  
The tabulator takes drastic action to inform the operator that a very serious 
problem has been encountered. Note that the vote result file 
1120_8_8_0_DETAIL.DVD is still correctly stored on the compact flash card. 
 



 
Figure 1 - ICP Error Loading Results File 

 
 



 
Figure 2 - ICP Critical Error - Shutdown Required 

 
 



 
Figure 3 - slog.txt File Contents from Compact Flash Card 

 
The same compact flash card is then loaded on to the Antrim EMS/RTR software.  
The card reports that it loaded successfully both the vote results and the log file 
(See Figure 4).  Prior to loading this compact flash card the EMS database is 
directly manipulated in the same way that the file sent to the tabulator was 
manipulated by swapping 3015 and 3016 internalMachineID in the 
ChoiceManifestion table of 5744 vote choices spanning all of the contests on all of 
the 49 ballots types. 
 



 
Figure 4 - EMS Successfully Loads Results File 

 
The displayed results indicated that Biden is missing his votes and they are 
reported as blank ballots and undervotes for that contest (See Figure 5).  One of two 
things should have happened. Either Biden’s votes should have been assigned to the 
Straight Party/Natural Law (internalMachineID = 3015) in which case Bidens vote 
for President would have been assigned to De La Fuente and note that this did not 
occur.  The other possibility is that the software was able to check the range for 
internalMachineID range for the contest in which case it would not have found the 
reference for the Biden vote choice and it should have created an error very similar 
to what the ICP output.  This would be a critical error that should have stopped the 
application from further processing the compact flash card.  Because the Biden vote 
choice must exist and it did not exist, the application should have stopped loading 
the results with an error message as to the fact that the results were corrupted.  
However, no errors were indicated of any kind by the EMS/RTR.  The Biden votes 
just became blank votes (no choice) when there clearly is a choice on the ballot.  In 
summary, either the shifted votes should have gone to De La Fuente (via Straight 
Party – Natural Law Party) or the application should have created a critical error 
that would have kept the votes from being tallied and reported. 



 

 
Figure 5 - Biden Undervotes Results 

 
The conclusion of this test indicates EMS/RTR technical behavior consistent with a 
technical subversion. Further in-depth analysis of source code would be required to 
gain definitive clarity on the specific nature of the subversion. This would include 
analysis of the error handling routines, code traces, static and dynamic code 
analysis.  
 
 
 
Under the penalties of perjury, I declare that I have read the foregoing report and 
that the fact stated in it are true. 
 
 
 
____ ______________ ______ 
Jeffrey Lenberg 
Date: 5/9/2021  





Appendix A – Ballots Used in Test 
 

 
Figure 6 - Trump/James/Bergman  



 
Figure 7 - Trump/James/Bergman 



 
Figure 8 - Trump/James/Bergman 



 
Figure 9 - Trump/James/Bergman 



 
Figure 10 - Biden/Peters/Ferguson 



 
Figure 11 - Biden/Peters/Ferguson 



 
Figure 12 - Jorgenson/Willis/Boren 
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Date: 5/15/2021 
Subject: Evidence of Vote Shifting in Barry County Michigan 
Analyst: Jeffrey Lenberg 
 
Executive Summary 
 
The Dominion Voting Systems Election Management Systems (EMS), Results Tally 
& Reporting (RTR) application was subverted during the course of the November 3, 

2020 election in Barry County Michigan. There is evidence of the same vote shifting 
discovered in Antrim County, Michigan occurring in Barry County during election 
night.  
 
In a previous report by this author dated May 9, 2021, a subversion in the 
EMS/RTR system was demonstrated where critical errors were disregarded, and the 
processing of votes continued despite error conditions that should have triggered a 
critical error in the system. 
 
One of the specific subversions to the error handling in the EMS/RTR noted was the 
use of logical “bumpers” that prevented the shifting of votes from one contest to 
another. These logical bumpers account for the shifted Biden votes in the Antrim 
County election going to the status of “undervote” for the Presidential contest. 
Without this subversion the vote shifting would result in votes being assigned to the 
Natural Law Party in the Straight Party Ticket contest on the ballot. The votes 
shifted from Biden to the Natural Law Party, Straight Party Ticket vote, would 
then result in the Presidential candidate Rocky De La Fuente receiving Biden’s 
votes. 
 
An affidavit from Jada Chadwick of Hastings, Barry County, Michigan dated 
December 5, 2020 indicates that she observed Rocky De La Fuente leading in the 
race with 8,883 votes at 11:17PM with 47% of the precincts reporting on November 
3, 2020. Jada Chadwick attached a photo of her computer screen to her affidavit 
documenting Rocky De La Fuente leading the race.  
 
The candidate Rocky De Law Fuente’s final total vote count in Barry County was 16 
votes. This type of aberration occurring during a live election is consistent with a 
subversion being employed operationally by a malicious actor in a misconfigured 
mode. We have established that the subverted EMS/RTR in Antrim County will not 
allow Biden votes to be shifted to the Natural Law Party, Straight Party Ticket 
vote. However, in Barry County during election night November 3, 2020 it is 
apparent that the subversion was misconfigured resulting in the shifting of votes 
and consequently causing votes to accrue to the Natural Law Party Candidate, 
Rocky De Law Fuente. 
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It is highly likely that the required error handling subversion observed in Antrim 
was not in place in Barry as would be required to force the cross-Contest vote shift 
to go to undervote. The accidental but observable extreme results generated from 
this vote manipulation were anticipated by the malicious actor and likely required a 
rapid deployment of a pre-planned software fix or an updated configuration to 
correct for this obvious error in logic. This update would have needed to be deployed 
across the State of Michigan on all Dominion Voting Systems EMS/RTR systems 
where the incomplete subversion had a similar malfunction when manipulating the 
vote totals. This could have been done by an unwitting technician or a download if 
there existed any remote path into the EMS computer. 
 
The evidence of EMS/RTR subversion in Barry County is relevant to Antrim County 
because the same contractor, ElectionSource, was likely responsible for the design 
and deployment of the election project files in both Antrim and Barry County that 
take advantage of this subversion in order to manipulate votes. A definitive 
conclusion on the observed behavior of the EMS in Barry County and its relation to 
the subversion in Antrim can only be completed with a full forensic examination of 
the equipment and removable media in Barry County. The Michigan Secretary of 
State has previously ordered destruction of some removable media related to the 
November 3, 2020 election (See Appendix C). The removable media (compact flash 
card(s)) is crucial to understand the nature of the subversion that occurred.  
 
Details 
 
This author’s report dated May 9, 2021 indicated the presence of a subversion in the 
Dominion Voting Systems EMS/RTR system. The subversion specifically pertained 
to how the EMS/RTR system processed results files where a shift occurs in the 
targeted race.  
 
The Antrim County shift impacted the internalMachineID field of the table named 
Choice_Manifestation in the EMS database. The subversion of the Antrim County 
EMS/RTR includes a logical bumper that does not allow the shifting of votes from 
one contest to another, only shifting of votes within the same contest. The 
subversion prevents the system from raising a critical error and permits the 
EMS/RTR to continue processing and posting results without any error or warning 
messages. 
 
In Antrim County, Biden’s votes (internalMachineID index) were shifted to the 
index number assigned to the Straight Party Ticket Contest, Natural Law Party 
vote. However, due to the logical bumpers deployed as part of the subversion, all of 
Biden’s shifted votes were counted as “undervotes” by the EMS/RTR in Antrim. 
Without the subversion it would be expected that shifted Biden votes would cross 
into the Straight Party Ticket contest, leaving the Presidential contest with no vote 
within.  The internalMachineID index selected as a result of the shift would be the 
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Natural Law Party, Straight Party Ticket vote. If this selection were to be 
accurately executed by the Dominion Imagecast Precinct (ICP) and the EMS/RTR, 
the result would be a vote for the Natural Law Presidential candidate Rocky De La 
Fuente.  
 
See Figure 1 containing a graphical explanation of the internalMachineID index of 
vote bullets on the ballot are assigned and used by the ICP and EMS/RTR. 
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Evidence of Subversion in Barry County, Michigan 
 
An affidavit filed by Jada Chadwick of Hastings in Barry County, Michigan dated 
December 5, 2020 indicated that she observed Rocky Del La Fuente leading in the 
Presidential contest having 8,883 votes at 11:17PM with 47% of the precincts 
reporting on November 3, 2020.  Figure 2 is the screenshot that Ms. Chadwick took 
of the vote totals from her computer screen. 
 

 
Figure 2 - Barry County Election Live Update 11:17PM November 3, 2020  

See Appendix A for full Affidavit from J Chadwick 

 
The final vote totals for Barry County reflect that the candidate Rocky De La 
Fuente received only 16 total votes vice the 8,883 votes reported on election night 
when he was in the lead.  
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Conclusion 
 
The subversion that impacted Antrim County was present yet not fully 
implemented in the EMS/RTR in Barry County on election night. The manifestation 
of votes being shifted to Rocky De La Fuente is consistent with the EMS/RTR 
subversion previously identified in Antrim County. The large number of votes for 
Rocky De La Fuente in Barry County during the live election results reporting can 
be attributed to a misconfiguration of the subversion or inadequate planning on the 
part of the subversion developer when writing the code to support the subversion. It 
is highly likely that a software update or some sort of “patch” had to be deployed to 
correct this issue and then the results files had to be reprocessed and reposted to 
the state and the election night reporting system. 
 
The Antrim County subversion is not an isolated incident, and it is apparent that 
whoever is responsible for creating election project files exercised their ability to 
manipulate voting in Barry County as well as Antrim County. 
 
 

Under the penalties of perjury, I declare that I have read the foregoing report and 
that facts stated in it are true.  

 
 
 
___________________ 
Jeffrey Lenberg 
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Appendix A – Jada Chadwick Affidavit 
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Appendix B – Official Election Results from Barry County, Michigan 
 
 

 
 

Candidate Party Election Day AV Counting 
Boards

Total

Democratic Party DEM 2,069 3,214 5,283

Republican Party REP 9,649 4,442 14,091

Libertarian Party LIB 87 35 122

U.S. Taxpayers Party UST 8 15 23

Working Class Party WCP 68 23 91

Green Party GRN 22 13 35

Natural Law Party NLP 16 0 16

Total Votes 11,919 7,742 19,661

Election Day AV Counting 
Boards

Total

Unresolved Write-In 0 0 0

Election Day AV Counting Total

Times Cast 21,099 15,047 36,146 / 0 N/A

Precincts Reported: 24 of 24 (100.00%)

Straight Party Ticket (Vote for  1)  

Precincts Reported: 24 of 24 (100.00%)

Registered Voters: 36,146 of 0 (N/A)

Ballots Cast: 36,146

Election Summary Report

Barry County, Michigan

Summary for: All Contests, All Precincts, All Tabulators, All Counting Groups
November 03, 2020

General Election

11/17/2020 11:57:45 AMPage: 1 of 49
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Candidate Party Election Day AV Counting 
Boards

Total

Joseph R. Biden/Kamala D. 
Harris DEM 4,522 7,275 11,797

Donald J. Trump/Michael R. 
Pence REP 16,088 7,383 23,471

Jo Jorgensen/Jeremy Cohen LIB 297 182 479

Don Blankenship/William 
Mohr UST 24 35 59

Howie Hawkins/Angela 
Walker GRN 50 33 83

Rocky De La Fuente/Darcy 
Richardson NLP 12 4 16

Total Votes 20,993 14,912 35,905

Election Day AV Counting 
Boards

Total

Unresolved Write-In 33 23 56

Election Day AV Counting Total
Times Cast 21,099 15,047 36,146 / 0 N/A

Precincts Reported: 24 of 24 (100.00%)

President/Vice-President of the United States (Vote for  1)  

Candidate Party Election Day AV Counting 
Boards

Total

Gary Peters DEM 4,428 6,941 11,369

John James REP 15,958 7,541 23,499

Valerie L. Willis UST 195 171 366

Marcia Squier GRN 132 109 241

Doug Dern NLP 64 31 95

Total Votes 20,777 14,793 35,570

Election Day AV Counting 
Boards

Total

Unresolved Write-In 22 10 32

Election Day AV Counting Total
Times Cast 21,099 15,047 36,146 / 0 N/A

Precincts Reported: 24 of 24 (100.00%)

United States Senator (Vote for  1)  

11/17/2020 11:57:45 AMPage: 2 of 49
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Appendix C – Michigan Secretary of State Memo December 2, 2020
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Title: Necessity of Source Code Review for Dominion Voting Systems EMS and 
Tabulators 
Analyst: James Thomas Penrose, IV 
 
 
Executive Summary 
 
The Dominion Voting Systems Patent US8,876.002B2 dated Nov 4, 2014 details 
how Dominion voting machines support pre-election Logic and Accuracy testing 
(Pre-LAT) system. 
 
This patent outlines the technology concepts and design of Dominion with respect to 
maximizing automation in the election configuration, ballot generation, processing, 
and testing process. The outcome is to save the maximum amount of time through 
automation with features and functionality that make it unnecessary to have 
humans in the loop of running elections with various configurations that impact the 
ballot configuration, vote casting, tabulation process, processing of ballot images, 
and final tallied vote totals. 
 
The specific incident in Antrim county is related to the features and the 
functionality outlined in this patent; if any of the automated configuration and 
testing functionality implemented by Dominion were to be abused in a systematic 
fashion, modification of election outcomes would be trivial for an attacker. Patents 
do not specify the precise implementation of the features or functionality and the 
only way to determine the precise functionality implemented is to review the source 
code of the operational systems using this patented technology. 
 
Details 
 
Here is an excerpt from the patent that speaks extensively about the use of 
networked functionality to allow for testing at scale in larger jurisdictions: 
 

Additionally, the network communication device 28 
enables the Voting machines to have polls opened in pre-LAT 
mode remotely over the network. Pre-LAT polls mode is a 
standard mode of operation for a voting device for conducting 
Pre-election Logic and Accuracy tests. Further, the communication  
device enables the voting machines 11 to be provided 
with a vote simulation script over the network. A vote simulation 
script is a set of commands that can simulate Voting 
patterns on the machine even to the level of providing pre 
canned scanned ballot images or PDF images of ballots with 
machine generated marks for testing the vote interpretation 
engine on the tabulator. The communication device 28 also 
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enables the voting machines 11 to be remotely instructed to 
run pre-LAT activities such as interpreting vote simulation 
Scripts and images, performing image calibration procedures, 
Verifying all system components for readiness and proper 
function, self printer test etc. Finally, results of all Pre-LAT 
tests can be communicated back to the EMS through the 
communications device 28. 
Further, the network communication device 28 allows the 
Voting machines 11 to have pre-LAT polls opened remotely 
over the network, have pre-LAT polls closed remotely over 
the network and can communicate pre-LAT results back over 
the network. Additionally, the pre-LAT polls can be closed 
manually and can communicate pre-LAT results back over 
the network. 
Thus, the Voting machines 11 can be programmed with an 
election ballot from over the network, have pre-LAT polls 
opened remotely over the network and then disable all net 
work ports thru the tabulator firmware and software. Further, 
the Voting machines 11 can be programmed with an election 
ballot from over the network, have pre-LAT polls opened 
remotely over the network, have pre-LAT polls closed manu 
ally and then disable all network ports. 
Use of a Network to Prepare Voting Machines 
Typically the warehouse process cycle consists of the fol 
lowing functions (see FIG.3): Storage and maintenance 100: 
Test 101: Repair 102: Machine Preparation 103; Pre-LAT 
104; Distribution 105: Acceptance back after election 106: 
and Escrow storage 107. 

 
 
The Dominion Voting System’s patent states that their machines have network 
connectivity that can be used to open the polls for pre-LAT activities. Being able 
to remotely open the polls using networked devices raises a number of questions 
related to the network security.  
 

• What authentication controls the level of access to the voting machines using 
the remote access? 
 

• What safeguards are in place to protect the mode of operation of the voting 
machines; for instance, what prevents a technician from placing the machines 
in the Pre-LAT mode during the time of an election, and how are such mode 
changes logged for security review? 
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The patent also indicates that a vote simulation script is used to produce votes and 
enable counting of votes for pre-LAT purposes. The vote simulation script includes 
additional features such as the ability to generate “pre-canned” ballots to scan.  
 

• This script is configurable to generate various election results for testing 
purposes 

• The results from the pre-LAT activities are reported back to the EMS for 
logging and validation of a successful test 

 
It is unclear from the patent if all parts of networked voting machine infrastructure 
are properly logged when they are operating in Pre-LAT mode. Given the far-
reaching interaction of the pre-LAT scripts across all of the voting machine 
infrastructure it is imperative to review the original source code of the pre-LAT 
scripts used by Dominion, their sub-contractors (eg ElectionSource) and the county 
staff. A review of the pre-LAT script source code would illuminate all of the ways 
that the networked voting machine infrastructure is manipulated to test. Moreover, 
to truly understand the impact and methods of the pre-LAT script, the source code 
for the tabulators, EMS, and other listener servers would be required to make an 
assessment. 
 
In Antrim County, there was no evidence of pre-LAT test results on the EMS. The 
use of automated scripts designed to generate votes comes with inherent dangers, 
not the least of which is the fact that the script could fall into the hands of a 
malicious actor that wants to use those techniques for fraud. 
 
The versatile pre-LAT set of tools used by Dominion to test the networked voting 
system is pivotal to understanding whether what happened in Antrim county is 
attributable to a script that is of the same parentage as pre-LAT scripts, or if the 
error was purely human in nature. 
 
In order to determine if a pre-LAT script was used in Antrim County, it is critical 
that the source code be reviewed for the script(s) itself and the appropriate 
investigative steps be taken to determine if the scripts run to change the vote 
counting in Antrim are of the same parentage.  
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The source code for all elections systems is required to be retained by the Michigan 
Secretary of State in a third-party escrow account. The Michigan Election Code 
states the following: 

168.797c Computer program; disposition and use of source code.  

Sec. 797c. A person or company providing a computer program that examines, counts, tabulates, and 
prints results of the votes cast by a voter on an electronic voting system shall place in an escrow account a 
copy of the source code of the program and any subsequent revisions or modifications of the source code. 
The secretary of state or an authorized agent of the secretary of state shall agree to use the information 
contained in the source code solely for the purpose of analyzing and testing the software and shall not 
disclose proprietary information to any other person or agency without the prior written consent of the 
vendor.  

Here are the relevant definitions of the terms above: 

168.794 Definitions used in MCL 168.794 to 168.799a.  

Sec. 794. As used in sections 794 to 799a:  

(a) "Audit trail" means a record of the votes cast by each voter that can be printed, recorded, or visually 
reviewed after the polls are closed. The record shall not allow for the identification of the voter.  

(b) "Ballot" means a card, ballot label, paper ballot, envelope, or any medium through which votes are 
recorded.  

(c) "Ballot label" means the display or material containing the names of offices and candidates or the 
questions to be voted on.  

(d) "Counting center" means 1 or more locations selected by the board of election commissioners of the 
city, county, township, village, or school district at which ballots are counted by means of electronic 
tabulating equipment or vote totals are electronically received from electronic tabulating equipment and 
electronically compiled.  

(e) "Electronic tabulating equipment" means an apparatus that electronically examines and counts votes 
recorded on ballots and tabulates the results.  

(f) "Electronic voting system" means a system in which votes are recorded and counted by electronic 
tabulating equipment.  

(g) "Escrow account" means a third party approved by the secretary of state for the purpose of taking 
custody of all source codes, including all revisions or modifications of source codes.  

(h) "Source code" means the assembly language or high level language used to program the electronic 
voting system.  

(i) "Voting device" means an apparatus that contains the ballot label and allows the voter to record his or 
her vote.  

(j) "Voting station" means an enclosure provided to ensure ballot secrecy during the voting of the ballot. 
(k) "Memory device" means a method or device used to store electronic data.  
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The benefit of analyzing source code from the third-party escrow account is the fact 
that all original source code and changes to the source code must be stored with the 
third-party to ensure that changes that impact any election voting, tabulation, 
reporting, and testing is memorialized for authorized investigations. The Michigan 
Election Code (law) provides for this transparency to ensure the integrity of the 
election system. 
 
Source code is required to perform this evaluation from the following systems and 
technical tools: 

• All scripts (source) used for pre-LAT activities 
• All source code associated with all the varieties of tabulators, EMS, poll 

books, and other networked servers 
 
 
Under the penalties of perjury, I declare that I have read the foregoing report and 
that the fact stated in it are true. 
 
 
 
___________________________ 
James Thomas Penrose, IV 
Date: 5/15/2021 





 

          
          

        
    

   
    

  

       
      
      

   

       
  

          
       
     

    

     

    

      

    
     

      
        

  

   
   

   
     
      

     
           

   
       

 

   

        
       
        
        
         
       
       
        
        
          
         
         
          
          
          
          
         

 
     

          

  

          
         

           
         

           
           

        
          
        
          

         
           
           
       

     

     

  

 
  

  

  
  

  
 

 

   
  

  
 
  

 

  



   
  

        
         

           
        

                
           

              
         
            

  



            

  

 
 

 

 
 

  
  

  

  
  

 

 
 

 

 
 

  

  



            

 
 

 

 
 

 

 
 

  
  

   

 
 

 

 
 

 

  

  

  

  

  

  

  

  

  

  

  

  



            

  
   

  
 

  
  

 
 

 
    
 
 
 
 

 

 

    
 

     
   

  

    
 

 

  

    

  

    

  



            

 
 

  

  



            

  

  



            

  

  



            

    
      

      

   

     
        

     

  
 

    
          

      

  

    
       

      

    

     
       
    

    

     
       

    

   
        

     

   
 

     
        

     

  

  

  

  

  

    

  

  

    

  

  

  

  

  

  

  

  

    

    

  

  

  

    

  



            

 
 

 

  
  

 

 
 

 

 
 
 

 

 
 

 

  

  



   
 

   
    

   
    
  

        
        
        

          
       

 

        
          
        

       
     

        
       
      

       
       

       
          

        
         

          
         

          
        

        
        

        
      

         
          

         
         

      
       

           
         

 

           
 

       
         
           
        

         
         

         
           
         
         
        

         
        

         
        

         
         

         

 

 

 

 

 

 

 

 

 

 

 

 
          

         
           

         
          
        

          
           
         
          
        
       

        
          

         
        

        
         

         
         
         

         
         
          
        

        
         

         
  

         
        

   
          

        
        

       
        

     
       

         
         

           
          

          
           

         
          

          
            

       
          

          
           

        
            

            
       
          

          
            

          
         

           
           

        



   
 

       
        

 
       

          
         

         
        

        
          

       
         

          
           
           

          
        

         
  
        

          
         

             
          

      
     

           
  

        
          

 
        

          
    

        
           

         
  

        
         

       
       

         
        

          
           

         
          
        
       

           
           

         
 
         
        
    
          

        
          
           
          
          

        
         

   

 

 

 

 

 

 

 

 

 

 

 

 
        

         
          

     

     

        
         

        
         

     
           

   
          

  
           
  
           
      

           
      
             
        
            

     
           

  
           

  

    

          
          

           
         

            
           
        

           
      
           
           

           
  

        
        

         
        

          
            

       
         

       
       

          
  

           
         
             

             
           

              
           
           



   
 

         
         

           
  

          
         

           
          

           
           
         

          
    
        
          

         
        

          
         
         

      
          

          
          

         
          

           
           

           
          
        

         
          

        
       

        
          

          
   

        
         

         
         
         

        
  

          
         
          

         
          

         
         

       
        

         
        

        
        
    

     
 

 

 

 

 

 

 

 

 

 

 

 
          
         

           
          

          
           

        
            

         
          

          
         
           
           

           
          

          
         

           
      

           
           

           
          
          
          

        
         

         
       

         
 

          
         

        
        

           
         

         
         

          
           

    
      

        
          
         
         

            
        

        
         
         
         
         
         

    
       

          
             

         
           

        
       

        
      



 
  

  

   

   

  

  

   

 
   

 

  
 

  
  

  
  

   

  
 

  

  

  

  

  

  

  

  

  

  

  

  

  

     
        

       
          

  
        
        

         
       

        
 
        
        

        
         
 

      
       
       

        
      

     
      
       
       

          
  
       

      
      

      
    

        
       
        

        
   
      

       
 

       
        

       
      

        
       
        

        
   
      

       
 

       
       

       
       
        

       
     

    
      

      
      

      
    

      
       
      

     
      
      

 
       

       
       

       
        

       
        



  
  

 
 

 
 

  

  
  

  

  
 

  
 
  

  

   

 

  

        
  
      

       
 

       
         
      

       
     

      
       

         
    

        
      
       

   
         

      
       

     
        

 
       

        

 

  

           
           

      
           

          
        

          
  

       
          
             

        
        

        
          

       
         
          

      
         

         
          
          

        
          

          
          

       
        

           
       
  
        
         

        
           

      
          

           
          

  

 

 

 

 

 

 

 

 

       
            

           
           

           
        
        

         
             

        
           

         
        

          
         

         
        
       

          
          

         
      

          
        
         
  

        
          

          
      

         
           

        
        

          
           

           
          
 



   
 

        
         
            

         
           

          
         

         
           

           
            

           
         
          

        
        

          
        
        
        
        

            
         

       
      

        
           

          
        
     

        
         

             
            

          
       
        
          

         
       

          
   
       
         

             
        
      

         
          

          
         
          

           
        

        
         

           
       
         

    
         

            
           
            

         
           

          

 

 

 

 

 

 

 

 

 

 

 

 
            
          
           

           
           

          
           
           

            
             

          
         

         
           

           
            

         
          
          

          
             

          
         

          
            

            
            
            

            
          

              
            

   
     
         

         
          
        

          
           
           

   
       
          

            
         

          
     
           

         
         

             
             
           
           

           
            

          
           

             
           

           
       

          
        
         

        



   
 

          
         
          
 
          

       
         

           
           

          
             

         
           

         
           
            

         
          
          

           
        

 
           

           
            

           
          
     

         
        

        
          

          
           

          
          

         
          

          
      

            
            

            
          

            
        
            

         
           

           
             

           
          

           
          

            
            

          
      
          

          
         
          

         
         

 

 

 

 

 

 

 

 

 

 

 

 

 
          

           
          
           

           
         

         
          
          
           
           

             
          

    
        
            
            

         
           
         

          
         

            
         

        
 

         
            
           

           
       

           
          

          
           

          
        

          
         

            
        

           
          

            
       

            
          

           
        
         
          
            

         
          

         
          

           
          

           
         

         
          
        

           
        
          

   



   
 

        
         

        
   

    
         

  
   
          

       
  
         

     
        

      
         
         
 

        
        

       
         
       

       
       

       
  

       
          

        
         

    
          
         
          

           
           

        
       

           
         
          
         

      
          
         

         
          
         

 

 

 

 

 

 

 

 
           

       
          

      
          

     
          

      
           

         
         

           
  

           
         

      
 

           
         
         

         
     

  
         

      
        

       
      

        
        

       
         

      
       
      
       

  
         

       
          

      
        
     

          
      

          
      

          
       

     


	Microsoft Word - Ex 1-2 to Motion (9)
	Ex 14-16
	Microsoft Word - Ex 1-2 to Motion (7)
	Ex 14 - Lenberg #3
	Cover Sheet - Exhibit 14
	Ex 14 - Lenberg #3
	Lenberg_Expert_Report_9MAY2021_Final (2)
	Lenberg_Expert_Report_9MAY2021_Final (2)
	Notarized
	Lenberg_Expert_Report_9MAY2021_Final (2)



	Ex 15 - Lenberg #4
	Cover Sheet - Exhibit 15
	Ex 15 - Lenberg #4
	JLenberg_Expert_15MAY2021_Vol.1_Final
	Lenberg report 5.15.21 (notarized)
	JLenberg_Expert_15MAY2021_Vol.1_Final


	Ex 16 - Penrose #3
	Cover Sheet - Exhibit 16
	Ex 16 - Penrose #3
	JPenrose_Dominion_Patent_Analsyis_15MAY2021
	Penrose Report 5.15.21 (notarized)
	US8876002




